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Abstract
There is increasing interest in privacy-preserving data ana-

lytics applications. These applications rely on Secure Compu-
tation (SC), a family of cryptographic techniques for comput-
ing on encrypted data. Unfortunately, SC amplifies the mem-
ory overhead of data-intensive data analytics applications,
presenting a serious obstacle to their widespread deployment.

Osprey is a memory management framework that enables
SC to efficiently page to an SSD. It works at runtime and is
transparent to SC applications, similar to classical OS virtual
memory. This resolves a serious limitation in prior SC-aware
memory management, which requires up-front planning and
rewriting applications in a new programming framework.

Osprey achieves this using speculative execution. While
speculative execution is powerful, it normally requires com-
plex and error-prone in-kernel support, and therefore is not
widely deployed for OS processes. Our central observation in
Osprey is that, by carefully leveraging SC’s obliviousness, we
can make speculative execution for SC workloads practical
and efficient. Osprey requires changing < 200 lines of code
in each SC library that we tested, and no lines of code in SC
applications written against those libraries.

1 Introduction

Data analytics is pervasive across applications and industries.
But security and privacy concerns are a significant obstacle.
For example, an organization may be hesitant to outsource its
sensitive data to the cloud for data analytics. As another exam-
ple, hospitals may want to combine their patient datasets to do
research on rare diseases, or financial institutions may wish to
combine their customers’ data for fraud detection [14]—but
privacy concerns prevent them from directly sharing their
data with each other. These concerns have led to research on
secure/private data analytics systems [2, 43, 47, 52, 57, 65, 66].

A compelling approach to secure data analytics systems is
Secure Computation (SC). SC is a collection of techniques for
computing on encrypted data, including Secure Multi-Party

Computation (SMPC) and Homomorphic Encryption (HE).
Google and Meta use SC in their advertising products [23, 46,
58], an industry consortium has formed around SMPC [40],
researchers have used SC to facilitate secure data sharing for
clinical research [2, 47], and Web3 wallets use SC to secure
billions of dollars’ worth of digital assets [16, 50].

Still, SC is not widely used for data-intensive analytics [2,
23, 57]. One reason is that SC is very resource-intensive (e.g.,
in CPU, memory, and network usage). In particular, SC can
introduce a significant expansion factor on all encrypted data.
For example, when using garbled circuits (a type of SMPC),
each bit of plaintext takes up 16 B in encrypted form—a 128×
expansion factor. As a result, SC-based data analytics systems
run out of memory on even moderately-sized datasets [44,
57, 67, 69]. For example, the authors of Conclave report that
SMPC “in practice only scales to a few thousand input records”
(e.g., 30,000 records per party for a join) [57]. Once memory
is exhausted, these workloads become infeasibly slow because
the OS starts paging to secondary storage [44].

State of the Art. A promising direction is to make paging
more efficient for SC workloads. There exist two approaches
for this, memory programming and speculative execution.
Both have significant downsides, which we now explain.

The first approach, memory programming, is to calcu-
late the SC program’s memory access pattern in advance,
to pre-plan memory management [28]. This is possible be-
cause SC protocols are oblivious—that is, their memory ac-
cess patterns are independent of the input data. Unfortu-
nately, it requires changing applications to use a particu-
lar DSL/programming framework—a serious limitation be-
cause the SC ecosystem has a huge diversity of DSLs/frame-
works [10, 12, 13, 20, 25, 29, 31, 42, 51, 56, 60], and it is not
feasible to port all of them and their applications to a single
DSL framework and runtime. Furthermore, this planner-based
approach cannot respond to memory pressure at runtime, and
produces a memory management plan that can be very large
(e.g., gigabytes for a program that runs in just a few seconds).

The second approach, speculative execution, is to run the
program speculatively [7, 8, 17, 30, 32, 41], concurrently with
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the actual execution, to inform memory management [17]. If
done by running a full duplicate execution, speculation incurs
the program’s memory overhead again, requiring more pag-
ing and worsening the problem. To address this, existing ap-
proaches use heuristics to skip I/Os and drop pages from mem-
ory when speculating. Unfortunately, this means that specu-
lation may make mistakes—that is, “misspeculate.” Process
state must then be rolled back, which is complex and error-
prone (e.g., implemented by “re-forking” processes [17]). Due
to this complexity, no mainstream operating system, to our
knowledge, uses speculative execution. It is only used in cases
where the cost of a full duplicate execution is acceptable—for
example, for straggler tasks in Hadoop and Spark [54, 63].

Main Insight. Our work uses an observation regarding obliv-
iousness, a core property of SC, to overcome the challenges
of speculative execution. There are actually two important
aspects of SC’s obliviousness. The first aspect, leveraged
by prior work, is that access patterns remain unchanged re-
gardless of program inputs, a property referred to as “input-
oblivious” (IO). We identify a second aspect that prior work
has largely missed: overwriting ciphertext data with arbitrary
bytes during execution does not alter the program’s memory
access pattern. We refer to this as “content-oblivious” (CO).

The key insight behind our approach is that CO enables us
to eliminate misspeculation entirely, making speculative
execution practical. Traditional speculation requires drop-
ping pages to control memory overhead, which inevitably
leads to misspeculation. In SC, however, we can safely drop
any data that is CO. Since ciphertexts, which dominate mem-
ory usage, are CO, discarding them dramatically reduces mem-
ory overhead without risking misspeculation.

Normally, speculative execution requires executing the pro-
gram twice—speculatively and then concretely—doubling the
CPU load. Yet, we circumvent this by leveraging CO again.
We omit operations on ciphertexts during speculation and in-
stead only record their would-be memory accesses. Because
the dominant CPU cost arises from cryptographic operations
on ciphertexts, this greatly reduces CPU usage of speculation.

By dropping CO data from memory and skipping compu-
tation on CO data, our approach addresses both the memory
overhead and compute overhead of speculative execution. The
result is a highly efficient speculative engine that provides
timely guidance to the actual execution at a very low cost.

Design. Leveraging this insight, we design Osprey,1 the first
memory-management framework that runs SC workloads
with exceptionally low overhead while being transparent to
SC workloads. By “transparent” we mean application-level
transparency: SC applications written against an SC library
require zero source changes to use Osprey. SC library main-
tainers, however, must perform a small one-time port (< 200
LoC in each library we tested, discussed in §3.2 and §9.7) to
annotate memory allocations of CO data and computations

1Osprey stands for “Oblivious Speculation for Programming Memory.”

over CO data. Osprey depends on these annotations for perfor-
mance, not correctness, and it can bring substantial benefits
even if the developer’s annotations are not complete. Osprey
uses speculative execution to predict an SC program’s future
memory accesses, and then uses those predictions to manage
memory in the concrete execution, issuing madvise syscalls
to prefetch and reclaim pages. We next describe four key
challenges in realizing Osprey.

First, how and when should Osprey drop CO data during
speculation? Prior speculation systems use complex heuristics
to determine when to drop pages [17, §6.1]. We observe that
Osprey can instead take a simple approach: it maps all virtual
pages containing only CO data to a single physical page from
the beginning, to avoid having to drop pages later. To do this,
and to skip computations on CO data, we rely on changes/an-
notations in source code. However, these annotations can be
confined to the SC library that defines the objects/classes for
ciphertexts and provides functions to operate on them; this
requires changing only a few lines of library code. The SC
programs that use an SC library remain unmodified, making
Osprey a transparent approach for legacy programs.

The second challenge is that each page may contain a mix
of CO and non-CO data, preventing Osprey from being able
to drop those pages when speculating. For example, pointers
are not CO, so using malloc to allocate CO data mixes non-
CO data (from malloc’s data structures) with CO data. To
prevent mixing CO and non-CO data, Osprey uses a two-step
solution. The first step is to use a dedicated section of its
address space for CO data. The second step is to use a new
kind of memory allocator that can allocate space in the CO
region, while keeping the memory allocator’s own pointer-
rich data structures outside of the CO region. Non-CO data is
duplicated between the speculative and concrete executions,
so we design this memory allocator to have low memory
overhead regardless of the allocation pattern.

Third, Osprey relies on the OS virtual memory system for
flexibility (e.g., reacting to memory pressure, etc.), but this
raises challenges for performance. Prior approaches achieve
good performance via significant kernel changes—for exam-
ple, by making policy decisions in the kernel [4] or modifying
the page migration datapath [1]. However, we observe that
most of the overhead of OS virtual memory comes from one
operation: deciding which pages to reclaim from a process, for
cgroup accounting. We remove this overhead by extending
the madvise syscall with an option to reclaim specific pages.
We also extend userfaultfd to support private anonymous
segments. These simple, general-purpose extensions to Linux
enable Osprey to run in user space with good performance.

Fourth, multithreaded applications are a special challenge,
because the memory access patterns may differ between spec-
ulation and true execution. Furthermore, Osprey relies on
page faults to trigger prefetching; multithreading complicates
this because a different thread than intended may fault in a
page. We address this problem with a novel use of Memory
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Protection Keys (MPK) [21, 55]. We use MPKs to trigger
page faults independently in each thread, so that each thread
gets the same page faults regardless of the schedule.

We implemented Osprey in C++ and applied it to two
SC protocol libraries: CKKS homomorphic encryption in
SEAL [51] and garbled circuits in EMP-Toolkit [28]. We
evaluated Osprey with 8 workloads. Osprey outperforms the
operating system’s virtual memory for all of the workloads, by
up to 12× in the best case. For 7 workloads, Osprey performs
comparably to or better than MAGE [28], the state-of-the-art
SC-aware memory management system—but unlike MAGE,
Osprey does not require developers to rewrite SC applications
in a new DSL and is not limited to planning memory manage-
ment in advance. For 6 workloads, Osprey performs within
60% of having enough memory to fit the entire computation.
Osprey required changing less than 200 lines of code in each
SC protocol library, and required no source code instrumenta-
tion in SC applications written against these libraries.

Our implementation of Osprey is available on GitHub at
https://github.com/mpc-systems/osprey-project.

2 Background

2.1 Secure Computation
Secure Computation (SC) refers to techniques for computing
on encrypted data. Below, we discuss two SC protocols that
we use in our evaluation: CKKS and garbled circuits.

2.1.1 CKKS Homomorphic Encryption

CKKS [9] is a scheme for Homomorphic Encryption (HE).
A party can directly compute on HE ciphertexts to obtain an
encrypted result, without ever decrypting the ciphertexts or
having access to the decryption key. The input and output of
the computation are both in ciphertext form (i.e., encrypted).

In the CKKS scheme, a ciphertext represents a vector of
numbers. A party can compute element-wise addition and
multiplication directly on the ciphertexts. The maximum
depth in multiplications is limited by a level parameter chosen
during key generation. Specifically, each ciphertext has a level,
and each time a multiplication is performed, the result’s level
is one less than the operands’ level (both operands must be
the same level). Once the level reaches 0, no more multiplica-
tions can be performed. A procedure called bootstrapping can
sidestep this limitation, but it is computationally expensive.

2.1.2 Garbled Circuits

Garbled circuits [61] are a protocol for Secure Multi-Party
Computation (SMPC). SMPC enables multiple parties to
compute a program over their private data and learn the result,
without revealing each party’s data to the others. To compute
the function, the parties must communicate over the network.

Garbled circuits enable SMPC between two parties, called
the garbler and the evaluator. The program to compute is
represented as a circuit of AND and XOR gates. The gar-
bler computes an encryption of the circuit, called the garbled
circuit, and sends it to the evaluator. The evaluator obtains
encrypted inputs of both parties, using a protocol called obliv-
ious transfer for the garbler’s input. The evaluator then exe-
cutes each gate of the circuit—given the encryption of a gate,
and the encrypted values of its input wires, the evaluator can
compute the encrypted value of its output wire. In this way,
they compute the encrypted values of all wires of the circuit.
Then, they decrypt the output with the help of the garbler.

2.2 Memory Overhead
The memory overhead is a key factor that degrades the per-
formance of SC protocols. Below, we discuss the memory
demand in CKKS and garbled circuits.

For CKKS homomorphic encryption, the size of the cipher-
text is determined by its level and the dimension of the vector.
The higher the level, the larger the ciphertext, and the larger
the dimension, the larger the ciphertext. For a vector with
8192 elements, the size of the ciphertext is around tens of
kilobytes when the level is between 0 and 2.

For garbled circuits, the size of the garbled circuit is deter-
mined by the number of wires and gates in the circuit. While
gates consume memory, they can be generated by the garbler
and consumed by the evaluator in a streaming fashion, with-
out ever all being materialized at once [22]. Additionally, only
the wires that correspond to in-scope variables of the program
being executed must be kept in memory; the values of out-
of-scope or not-yet-computed wires may be discarded. Thus,
the memory overhead of garbled circuits, for both garbler and
evaluator, is dominated only by the program’s variables that
are live at any instant [27]. This can be large due to garbled
circuits’ large expansion factor; each bit of plaintext (i.e., a
single wire) corresponds to a 128-bit ciphertext.

As we discuss in §10, prior work explores reducing the
memory overhead of SC using approaches such as improving
the cryptographic protocol, enhancing the SC framework, or
finding ways to perform parts of the computation in plaintext.
These techniques do not guarantee that memory will fit within
a given limit. Memory programming and speculative execu-
tion (explained in §1) optimize performance given limited
memory, and are complementary to the above approaches.

3 System Overview

Osprey is a memory management framework for SC work-
loads, with two goals. The first goal is to make virtual memory
efficient, so that SC applications that do not fit in main mem-
ory can very efficiently page to an SSD. The second goal
is to be transparent to applications, so that SC applica-
tions written against an SC library require no code changes
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Figure 1: Osprey’s system architecture. Osprey’s components are marked blue.

to use Osprey. The SC library, however, must be annotated
(i.e., lightly modified) to mark allocations of CO memory
(e.g., ciphertexts) and computation on CO data (§3.2). These
annotations enable Osprey’s performance gains, but are not re-
quired for correctness; Osprey brings substantial performance
benefits even with incomplete annotations (results in §9.7).

As shown in Fig. 1, Osprey executes an SC program as two
concurrent user space processes. The first process executes a
speculative pass, which transparently records the program’s
memory accesses; the second process executes a programmed
pass, which uses the recorded memory accesses to manage
memory. Both processes link against the same lightly ported
SC library and use Osprey’s CO allocator (§4) to place ci-
phertext data in a dedicated CO region of the virtual address
space. Most of Osprey, including its core prefetching and
speculation algorithms, lives in user space, within these two
processes. To support these algorithms efficiently, Osprey also
includes some extensions to the kernel. Osprey’s kernel-side
extensions comprise three components: (1) an eBPF program
that forwards page-fault addresses to user space, (2) a very
simple (124 LoC) kernel module that allows virtual pages
to be efficiently aliased to the same physical page, and (3)
general-purpose extensions to userfaultfd and madvise,
which we anticipate could be mainlined.

3.1 Making Speculation Simple and Efficient
Naïvely running a speculative pass concurrently with the pro-
grammed pass would effectively double the program’s mem-
ory usage and CPU usage. Osprey’s main insight is to make
the speculative pass very efficient, in both memory usage and
CPU usage, by exploiting a property of SC called content
obliviousness (CO). CO is the property that overwriting ci-
phertext data with arbitrary bytes at runtime does not change
the memory access pattern. We refer to memory that can be
so altered without affecting the access pattern as content-
oblivious (CO) memory. For example, ciphertext data is CO.

class Bit {
__m128i bit; // ciphertext data (16 B)

};
class Integer {

std::vector<Bit> bits;
};

Figure 2: Structure for an encrypted integer in EMP-Toolkit.

In the speculative pass, Osprey uses CO in two ways. First,
Osprey maps all virtual pages containing ciphertext data to
the same physical page. This eliminates most of the specula-
tive pass’s memory usage, because ciphertext data normally
dominates memory usage (its expansion factor is the reason
why SC programs are so memory-intensive). Second, Osprey
skips computations on ciphertext data, instead recording their
would-be memory accesses. This eliminates most of the spec-
ulative pass’s CPU usage, because cryptographic routines for
computing on the ciphertexts normally dominate CPU time.
Crucially, CO means that these changes will not affect the
access pattern recorded by the speculative pass.

3.2 Annotating SC Libraries

An important challenge in realizing Osprey is that not all
of the memory in an SC program is CO. In particular, any
memory containing a pointer is not CO! For example, stack
memory is not CO, since the return addresses pushed to the
stack constitute pointers and cannot be safely overwritten. As
another example, SC libraries often provide “ciphertext” types
to an application that contain metadata about the ciphertext,
and a pointer to the actual ciphertext data allocated elsewhere.
In Fig. 2, for example, the memory storing the Bit class is
CO, because it directly contains ciphertext data. However,
the memory backing an instance of the Integer class, which
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// (a) Annotate CO Memory
class Integer {
std::vector<Bit, COAllocator> bits;

};

// (b) Annotate Operations
Integer add(Integer a, Integer b) {
Integer res;
OSPREY_TOUCH(a, b, res);
...
return res;

}

Figure 3: An example porting EMP-Toolkit to Osprey.

represents an encrypted integer, is not CO, because its memory
contains (within the std::vector instance) the length of the
integer in bits and a pointer to the actual ciphertext data, and
changing these fields would affect the memory access pattern.

Osprey relies on annotations in the SC library to identify
CO memory. Concretely, Osprey provides a memory allocator
for CO memory that allocates all CO memory in a dedicated
region of the virtual address space called the CO region. The
SC library should use Osprey’s CO memory allocator for
ciphertext data. This is designed not to require modifications
to the SC application, only to the type declarations in the SC
library. In Fig. 3(a), for example, the only required change
is to pass Osprey’s COAllocator as the allocator template
argument to the std::vector that holds an Integer’s bits.
After this one-line change, the Bit elements stored in any
Integer—no matter how the application constructs or uses
it—reside in the CO region. The Bit class itself is unchanged.

Osprey reduces CPU overhead of speculation by skipping
computations on CO memory. To enable this, we designed
a one-line annotation API, OSPREY_TOUCH (Fig. 3(b)). In the
programmed pass, OSPREY_TOUCH does nothing, but in the
speculative pass it does the following: it (1) touches the
memory region provided as an argument, and then (2) re-
turns from the calling function. The idea is that by placing
a call to OSPREY_TOUCH at the start of a function that im-
plements a cryptographic operation, one skips the compu-
tation when speculating and simply records which memory
the operation would have touched. It is not mandatory to use
OSPREY_TOUCH, but more complete OSPREY_TOUCH annota-
tions generally lead to greater CPU savings during specula-
tion. We optimize this process further in §5.2.2.

Any non-CO memory, and computations on non-CO mem-
ory, are duplicated between the speculative and programmed
passes. For SC programs, where ciphertexts dominate mem-
ory usage (due to their expansion factor) and cryptographic
operations dominate CPU usage, this duplication is a tiny cost
compared to running the SC program.

3.3 Transparent Interface
Osprey is implemented as two components: osprey, a
command-line tool, and libosprey, a runtime library.
Osprey-enabled SC libraries must be linked with libosprey,
which makes Osprey’s annotation APIs available to the SC li-
brary developer and adds a runtime component (e.g., threads)
to execute Osprey’s logic in the speculative and programmed
passes. The osprey command-line tool is a frontend, allowing
applications to be invoked as osprey ./a.out. It spawns the
speculative and programmed passes as child processes, and it
sets up a shared-memory buffer to transfer predicted memory
accesses from the speculative pass to the programmed pass.

Osprey requires the source code of the SC library—but not
the SC application that uses it—to be annotated, by way of
calls into libosprey. Osprey is designed to make these an-
notations as minor and lightweight as possible (i.e., requiring
very few changes to the SC library source code).

3.4 Comparison with Prior Approaches
Prior work on memory programming, like Osprey, predicts
future memory accesses and exploits the obliviousness of SC.
In this sense, Osprey combines ideas from both speculative
execution and memory programming—it may be considered
“speculative memory programming.” However, by leveraging
CO, Osprey overcomes the shortcomings of both approaches.

The state-of-the-art speculative execution system for mem-
ory management [17] can misspeculate, hurting performance
and requiring complex in-kernel support (e.g., checkpointing
or re-forking). In contrast, Osprey leverages CO in a way
that ensures that the speculative pass will never misspeculate,
improving performance and avoiding complexity.

The state-of-the-art memory programming system,
MAGE [28], exploits only the weaker notion of input
obliviousness (IO)—the property that changing an SC
program’s inputs does not change the program’s memory
access pattern. This leads to three shortcomings: (1) MAGE
requires SC applications to be rewritten in a DSL, (2) MAGE
requires SC libraries to be rewritten to work with MAGE’s
backend, and (3) MAGE’s planner materializes a memory
management plan in a file that is concretely very large, and
proportional in length to the program’s execution time. By
exploiting CO and not merely IO, Osprey addresses all three
shortcomings: (1) it avoids changes to SC applications, (2)
it requires only minor annotations to SC libraries, and (3)
the speculative pass runs “on the fly,” concurrently with the
programmed pass, so no “plan” must be materialized.

4 Content-Oblivious Memory Allocator

In Osprey, we design a new memory allocator that is suitable
for allocating memory in the CO region. We refer to it as
the “CO allocator.” The CO allocator keeps all of its data
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structures in regular memory. The reason for this is that a
memory allocator’s structures (pointers, bitmaps, etc.) are not
CO and therefore cannot be kept in the CO region.

Existing memory allocators are unsuitable for allocating
CO memory because they place their own pointer-rich data
structures in or next to the blocks that they allocate. Hoard [3],
tcmalloc, and mimalloc use linked lists for each allocation
size, storing a pointer—which is not CO—on each free block.
jemalloc [15], which uses a bitmap instead of a list, is a
step in the right direction, as the bitmap is not mixed with the
data. But jemalloc still relies on the metadata and data for
each run2 being nearby in the address space, to easily find the
metadata for a data block (e.g., when free’ing it).

For Osprey’s memory allocator, we use a slab allocator de-
sign, to minimize the space overhead of our allocator. Unlike
existing slab allocators, we store slab data in the CO region,
but slab metadata in regular memory. Whereas prior allocators
depend on the data and metadata being nearby (e.g., adjacent)
in the address space, our design requires a way to “link” the
two. To get from the metadata for a slab to its data, we can
simply include a pointer in the metadata. However, getting
from a slab’s data to its metadata—necessary to free an
object—is tricky, as we cannot place a pointer in CO memory.

A simple way to map from slab data to slab metadata is
to create a hash table in regular memory for this purpose.
An early version of Osprey did this, but we found that it
measurably impacted performance. Therefore, Osprey uses
an array-based mapping instead. We treat the CO region as an
array of slabs, and keep a parallel array in regular memory that
stores, for each slab, a pointer (8 B) to its corresponding slab
metadata (or nullptr if unallocated). We set the slab size
to 2 MiB and the CO region to 1 TiB; for these parameters,
our array-based mapping is only 4 MiB, which is negligible
compared to the actual data of an SC application.

5 Speculative Pass

5.1 Collecting Memory Accesses

To collect memory accesses, a straightforward solution is bi-
nary instrumentation [33]: inserting instructions around each
memory access instruction to record the address. This straw-
man is known to be very inefficient and produces memory
access traces that are impractically large [4, 28].

For Osprey’s purpose, memory management, it is sufficient
to collect a more coarse-grained access trace, at page granu-
larity. To achieve this goal, we rely on page faults to detect
accesses to new pages so their addresses can be recorded [4,6].
The lazy allocation strategy used by kernels like Linux en-
sures that a page fault is triggered on the first access to each
page, giving Osprey a chance to record its address. This can
be achieved without modifying the target program.

2A “run” is the slab-like structure in jemalloc.

So far, this approach records only the first access to each
page. To address this, we limit the number of pages that can
be mapped simultaneously, by unmapping pages that were
mapped in on prior page faults. This causes subsequent ac-
cesses to those pages to trigger page faults, allowing us to
detect and record subsequent accesses to those pages. Allow-
ing few pages to be mapped at a time allows for a more precise
trace, at the cost of making the tracer bigger and longer to
collect. Allowing many mapped pages makes the trace shorter
and faster to collect, but makes it less precise.

Multiple solutions have been proposed for choosing which
pages to unmap in this scheme, including FIFO [6]. Osprey
defaults to the microset strategy from 3PO [4], which unmaps
all mapped pages once the number of mapped pages reaches a
threshold; we call that threshold the window size. We use this
strategy because it allows the access trace to be interpreted as
a sequence of working sets of the program.

5.2 Making Collection Efficient
3PO uses a similar page-fault-based approach to trace col-
lection, but implements it entirely in the kernel for efficiency
and performs it during a preparation/planning phase where
performance is not critical. We now contribute techniques to
perform trace collection without significant changes to the
kernel source, and to make trace collection efficient enough
to be run alongside the program’s main execution.

5.2.1 Avoiding Kernel Source Changes

An intuitive solution is to use userfaultfd [62], a Linux feature
that allows an application to register a custom page fault han-
dler in user space. However, this approach adds overhead
to each page fault, requiring additional user-kernel mode
switches and thread scheduling operations.

Instead, our approach is to inject minimal logic into the
kernel using eBPF, hooking into a pre-handler in the page
fault handler. When a page fault occurs, Osprey’s eBPF mod-
ule writes the address and relevant error information into a
ring buffer shared between kernel space and user space. In
user space, a separate thread asynchronously reads page fault
addresses and metadata from the ring buffer, and performs
the remaining parts of the collection logic as described in
§5.1. This hybrid approach balances performance with flexi-
bility, avoiding kernel source changes while achieving faster
performance than userfaultfd.

5.2.2 Accelerating Collection with OSPREY_TOUCH

We use OSPREY_TOUCH (§3.2) to not only skip the crypto-
graphic computations, but also accelerate trace collection.
Annotating the data touched by cryptographic operations with
OSPREY_TOUCH completely bypasses the faulting mechanism
and explicitly provides the tracing algorithm with the ad-
dresses that would have been accessed.
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Note that Osprey collects memory accesses using eBPF
and OSPREY_TOUCH at the same time. To maintain their order,
it timestamps each access when it is recorded and then uses
these timestamps to correctly order them during aggregation.

5.2.3 Aliasing Memory Efficiently

As described in §3.1, Osprey maps all content-oblivious mem-
ory to a single physical page in the speculative pass. The most
straightforward approach is to create a 4 KiB in-memory file
and repeatedly use the mmap system call to map each vir-
tual page to this file. However, each such mapping creates a
separate Virtual Memory Area (VMA) in the Linux kernel.
An excessive number of VMAs leads to two major issues:
1. Increased overhead for the kernel to search VMAs, which
are organized as a red-black tree. 2. Unnecessary memory
overhead from maintaining metadata for each VMA.

Our solution is to implement a simple (124 LoC) kernel
module providing a virtual device, /dev/aliased. In the
speculative pass, Osprey creates the CO region by using open
and mmap on /dev/aliased. In our kernel module, we im-
plement a custom mmap handler for this device, so that the
memory region produced by mmap (i.e., the CO region) has all
virtual pages mapped to a single 4 KiB physical page, while
using only a single VMA for the whole region.

5.3 Isolating Side Effects

For speculation, isolation of side effects is just as critical
as performance optimization. In particular, interactions with
external systems—such as disk and network I/O—must be
isolated during speculative execution.

For disk isolation, we utilize overlayfs to achieve trans-
parent separation. By creating a read-only mapping of the
existing working directory, the program under speculative ex-
ecution observes a file system view identical to that of normal
execution. Any modifications to existing files or creation of
new files are transparently redirected to newly created files in
the upper layer of the overlay. With the help of overlayfs,
we achieve seamless and effective disk isolation.

For SMPC protocols (e.g., garbled circuits; see §2.1.2), it
is also necessary to isolate the network interactions of the
speculative pass. We observe that SMPC typically only in-
volves network communication in the following scenarios:
(1) during initialization, to establish network connections; (2)
during teardown, to disconnect from the network; and (3)
during arithmetic or boolean operations on ciphertexts, which
involve data exchange over the network.

For the first two cases, we achieve isolation with mini-
mal changes by inserting OSPREY_TOUCH without providing
address ranges to bypass the network connection setup and
teardown phases. For the third case, since OSPREY_TOUCH is
already present in the computation logic—as described in
§5.2.2—and inherently includes the ability to skip operations,

it naturally avoids triggering this type of network interaction.
Through our APIs, we provide a lightweight and minimally
invasive mechanism for achieving complete network isolation
during speculative execution.

6 Programmed Pass

6.1 Page-Fault-Based Synchronization

In the programmed pass, the memory programmer is respon-
sible for processing the memory access sequence streamed
from the speculative pass, in order to prefetch and evict pages.
To do so, the memory programmer must keep track of the
program’s execution position within the memory access se-
quence. This is crucial so that Osprey can prefetch each page
in the future memory access sequence at the right time.

Inspired by 3PO [4], we use a mechanism based on page
faults to synchronize memory access processing and program
execution. In short, we periodically select a key page ev-
ery fixed-size batch of memory accesses along the predicted
memory access sequence. We ensure that, once a key page
is selected, the next access to that page triggers a page fault.
3PO ensured this property by always selecting, as the key
page, a page that is not currently mapped in the page table. In
Osprey, our approach is instead to first select a key page, and
then alter its page table entry so that a page fault occurs the
next time it is accessed; we explain this mechanism in §7.3.
When a page fault is triggered, the memory programmer can
accurately determine the current execution position within
the memory access sequence (i.e., the execution position is at
the chosen key page). Based on this position, it prefetches the
next batch of pages along the memory access sequence and
designates the next key page. This repeats on each key page,
giving the memory programmer a chance to periodically exe-
cute at known positions along the memory access sequence,
until the entire memory access sequence is processed.

Whereas 3PO places its prefetcher entirely in the kernel, we
use userfaultfd to implement the memory programming
logic purely in user space. When a page fault occurs, it is
captured by userfaultfd, giving the memory programmer
in user space a chance to run. We contribute an eviction code-
path and the requisite user/kernel APIs so that the memory
programmer can efficiently prefetch and evict pages.

6.2 Asynchronous Swapping Mechanism

The batching optimization described above reduces user-
kernel mode switches, but does not mask disk I/O. To deliver
satisfactory performance, the missing piece is asynchrony.

To this end, we carefully design the logic for handling a
batch of memory accesses as two decoupled steps: (1) Issuing
I/O requests to asynchronously load the pages corresponding
to the memory access sequence from disk into memory. (2)
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Figure 4: Workflow for Osprey’s programmed pass. Each box represents a batch of memory accesses.

Waiting for completion of the I/O requests, ensuring the
pages are fully loaded into memory and ready for access.

The time gap (in batches) between Step 1 and Step 2 is
controlled by a tunable parameter called lookahead. By ap-
propriately setting the lookahead value, we can ensure that
memory pages are prefetched and ready by the time they are
needed by the program—thus achieving a nearly wait-free
memory swap-in mechanism.

While the above supports prefetching pages into memory,
we still need a swap-out strategy to complement it. Initially,
we tried relying on cgroups to limit memory usage, relying
on OS mechanisms to swap out pages. Unfortunately, this
resulted in poor performance due to the swap-out mechanism
in the kernel: on every kernel-to-user transition, the system
checks the cgroup’s configured memory limits, and when the
limit is exceeded, it synchronously selects and then swaps out
pages. This takes significant time and ultimately becomes a
performance bottleneck.

To address this, and to complement our asynchronous swap-
in mechanism, we implement a fully asynchronous swap-out
mechanism as well. This process consists of two steps: (1)
Issuing disk I/O requests to begin swapping out a batch of
memory pages. (2) Polling for completion to ensure the pages
are safely backed up to disk, after which they are unmapped
from the virtual address space. The time gap (in batches)
between Step 1 and Step 2 is controlled by a tunable parameter
called lookbehind.

6.3 Swap-Out Policy Design
Osprey’s speculation approach provides only a limited win-
dow of future accesses, precluding MAGE’s approach of using
Belady’s algorithm. Different swap-out policies have only lim-
ited impact on overall performance. We therefore implement
a simple, intuitive, and lightweight strategy that is well-suited
to our system design. Our policy addresses two key questions:
• When should the system begin swapping out?
• Which pages should be selected to be swapped out?

6.3.1 When to Swap Out

Inspired by Linux cgroups, we define three memory thresh-
olds to control swap-out behavior:
• mem-limit-low (“low watermark”): Indicates low memory

pressure. No swap-out operations are triggered.
• mem-limit-high (“high watermark”): Memory usage has

reached a high watermark. The system begins asynchronous

swap-out operations to reduce usage to the low watermark.
• mem-limit-max (“maximum watermark”): Memory usage

has reached the maximum allowable limit. The system halts
speculative execution (stop-the-world) and immediately
evicts all content-oblivious memory pages.

6.3.2 Which Pages to Swap Out

Our page selection strategy is guided by two eligibility con-
ditions: First, the page must have resided in memory for at
least a certain amount of time. This duration is controlled by
the parameter execnow. Second, the page must be known to
not be accessed again in the near future, based on the window
of future accesses. Among the candidate pages satisfying the
above conditions, we apply the following eviction priorities:
• Priority 1: Prefer evicting pages that are likely to be non-

dirty, based on read/write information provided by the spec-
ulative pass. Evicting non-dirty pages does not require disk
writes, so their eviction incurs less overhead.

• Priority 2: Among remaining pages, select those that have
stayed in memory the longest since being swapped in—this
follows an LRU-like strategy.
This policy enables efficient and controlled swap-out while

minimizing interference with program execution.

7 Multithreaded Applications

Because SC applications must have CO access patterns, it is
generally possible to write them in such a way that each thread
operates on a fixed, predetermined partition of the input data,
in order to avoid most multithreading issues. Prior work [28]
leveraged this fact, and this property holds in our evaluation.

Still, the partitions assigned to the threads may partially
overlap. For example, when parallelizing a matrix-vector mul-
tiplication, the matrix may be split among the threads, but
the vector is shared (i.e., the vector is in every thread’s par-
tition). Therefore, we design support for multithreaded SC
applications that can work even if threads share data.

7.1 CO Allocator with Multithreading

We provide each thread with its own CO region for its allo-
cations and its own CO allocator. This ensures that, although
different executions may interleave the threads’ allocations
differently, they will still have the same memory layout. We
separately collect the memory access trace for each thread in
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the speculative pass, and run a separate instance of the mem-
ory programmer per thread in the programmed pass. This “one
trace per thread” design helps eliminate scheduling-induced
nondeterminism and synchronization overhead.

7.2 Speculative Pass with Multithreading
Thread scheduling nondeterminism impacts the page-fault-
based memory access collection and the memory program-
ming strategy. We illustrate this with two concrete scenarios:
Scenario 1: Fault Skipping. Suppose two threads access a
shared data segment sequentially. The first thread accesses
the data and triggers a page fault. When the second thread
accesses the same data later, no fault will be triggered. This
results in incomplete memory access logs during the specu-
lative phase. A high degree of such omissions significantly
degrades the performance of the memory programmer.
Scenario 2: Out-of-Order Access. Assume thread 1 and
thread 2 access memory regions A and B respectively. During
speculative execution, the collected memory access sequence
is [A,B]. However, due to nondeterministic scheduling during
actual execution, thread 2 may run ahead and access region B
before thread 1 accesses region A, resulting in the real access
sequence [B,A]. The memory programmer, still operating
under the assumption of the [A,B] sequence, designates key
page 1 in region A and key page 2 in region B. When key page
1 triggers a page fault, it swaps in region B next, expecting
key page 2 to be the next fault trigger. However, since region
B has already been accessed, no fault occurs. This breaks the
synchronization between the memory programmer and the
actual program execution.

A simple solution, as employed by prior work [4], is to
bind all threads to a single CPU core when collecting the
access trace, effectively serializing the multithreaded execu-
tion. While this approach guarantees determinism, it imposes
a severe performance penalty—particularly unacceptable for
Osprey, where the speculative pass occurs at runtime.

Instead, two of Osprey’s key design choices enable Osprey
to sidestep these challenges and run the threads in the specula-
tive pass on separate cores. First, because the OSPREY_TOUCH
APIs enable collecting the memory access trace without trig-
gering page faults, it decouples the memory access trace from
thread scheduling. Thus, if the SC library is fully annotated
with OSPREY_TOUCH APIs, a fully deterministic memory ac-
cess sequence can be collected for each thread. Second, be-
cause we use a separate trace for each thread, the threads’
memory access patterns are processed separately regardless
of their interleaving.

7.3 Programmed Pass with Multithreading
As explained in §6.1, in the programmed pass, Osprey uses
page faults on key pages for synchronization purposes. There-
fore, it is essential that, once a key page is selected, the next

access to that page triggers a page fault. The multithreaded
setting makes this significantly more challenging to achieve.
Below, we first describe how we achieve this in the single-
threaded setting, and then discuss the additional challenges
due to multithreading and our approach to overcoming them.

7.3.1 Single-Threaded Setting

After selecting a key page, a natural approach is to use
madvise to ask the kernel to unmap the page. Unfortunately,
this approach does not work reliably—the kernel may not
immediately take the advice. To address this, our approach
for the single-threaded setting is instead to use mprotect to
set page permissions to PROT_NONE. This strategy is attractive
because it is lightweight, deterministic, and synchronous.

7.3.2 Multithreaded Setting

In the multithreaded setting, additional nondeterminism arises
from interleaving of threads. Osprey’s prefetcher must remain
synchronized with each thread. But page faults, which Osprey
uses for synchronization, occur at a per-process level—a page
fault on a given page fires at most once (until the page is
evicted again), regardless of which thread caused it.

As a concrete example, consider matrix-vector multipli-
cation, in which the matrix is partitioned row-wise across
threads but the vector is shared by all threads. Suppose the
memory programmer for thread A picks a page backing the
shared vector as A’s next key page, and evicts that page so
A’s upcoming access will fault. If another thread B accesses
the page first—a likely event, since every thread also scans
the vector—the access faults and userfaultfd delivers it
to the handler. But this fault belongs to B, not A: the han-
dler sees an unexpected access and simply maps the page in.
When thread A later reaches the page, the access no longer
faults (the page is already resident), so A’s expected key-page
fault never arrives, and the memory programmer for A loses
synchronization for the remainder of the run.

The root cause of this issue is that all of the threads share
the same page table, so that a page fault that occurs in one
thread prevents page faults on that page from occurring in
other threads. In principle, this could be solved by changing
the kernel to have a separate page table for each thread, but
this would be a complex and serious change.

Instead, we observe that we can get the intended effect
entirely in user space by using Intel Memory Protection Keys
(MPKs) in a novel way. Our use of MPKs solves all three
issues, producing a robust solution for Osprey to support
multithreaded applications. The idea is to trigger page faults
using the MPK bits in the page table entry. Each thread is
assigned an MPK ID, and a page can be marked as the “key
page” for a thread in such a way that only that thread would
get a page fault on that page. If another thread were to page
fault on a thread’s key page and map it into the address space,
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the MPK field would still guarantee that the intended thread
will get a page fault when accessing it.

This MPK-based approach (i.e., using pkey_mprotect in-
stead of mprotect) brings efficiency advantages, and our Os-
prey implementation uses it even in the single-threaded case.

8 Kernel Modifications

To support efficient and reliable memory programming, we
implemented several new APIs and kernel-level extensions
based on Linux 5.15.0. These extensions fill critical function-
ality gaps in the existing Linux kernel interface and signifi-
cantly broaden the applicability of our system.
• New madvise Flag: MADV_RECLAIM

We introduced a new madvise operation, MADV_RECLAIM,
which synchronously writes the specified pages to the swap
space and removes their mapping from memory.

• Extending userfaultfd: PRIVATE_ANON Memory
The Linux kernel’s userfaultfd interface has traditionally
only supported monitoring both minor and major page faults
for SHARED_ANON memory regions. However, writebacks
on SHARED memory pages are conservative and always trig-
ger I/O regardless of dirtiness, due to ambiguity introduced
by multiple PTEs. We extended userfaultfd to support
PRIVATE_ANON memory as well, enabling precise and effi-
cient tracking of faults without unnecessary disk I/O.

• Extending userfaultfd: Handling Access Violations
Accessing pages marked as PROT_NONE using mprotect re-
sults in access violation faults (SEGV_ACCERR). The original
Linux userfaultfd interface does not forward such faults
to user space for handling, breaking the ability to program-
matically respond to controlled faults used in our key page
strategy. We extended userfaultfd to intercept and for-
ward access errors caused by protection violations, enabling
full support for page-fault-driven progress tracking.
These kernel modifications support our design goals while

being general enough to be potentially mainlined.

9 Evaluation

9.1 SC Protocols
We evaluate Osprey using two types of SC: homomorphic
encryption (HE) and SMPC. For HE, we use CKKS [9] as
implemented in the Microsoft SEAL library [51]. For SMPC,
we focus on Yao’s Garbled Circuits [61] with the HalfGates
optimization [64], provided by EMP-Toolkit [60].

9.2 Workloads
For evaluation, we use workloads representing data-intensive
“kernels” that could be part of larger SC applications, like
data analytics or ML/linear algebra applications. Using the

same workloads as MAGE allows for a convenient compar-
ison of MAGE and Osprey. To use them with Osprey, we
re-implemented them to directly use the SC libraries instead
of using MAGE’s DSL; in cases where the SC libraries sup-
ported slightly different primitive operations, we sometimes
modified the implementations of the MAGE workloads to
keep the computational work similar between the two.

For CKKS (SEAL), we use the following workloads:
• Sum: Sum a list of numbers and store it as a new ciphertext.
• Statistics: Calculate the mean and the variance of a list of

numbers and store it in two new ciphertexts.
• Matrix-vector multiply: Multiply a matrix with a vector

and store the result in a new vector.
• Tiled matrix multiply: Matrix multiply with manual tiling

optimizations.
CKKS ciphertexts can encrypt vectors of numbers and

operate on them in a SIMD fashion. In Osprey, we treat each
ciphertext as a single element, so that our workloads could be
applied to many instances of each problem (one per slot in the
vector) without additional overhead. While techniques exist
to use the vectorized nature of these protocols to accelerate a
single problem instance, they are out of scope for our study.

For garbled circuits (EMP-Toolkit), we use the workloads:
• Merge sorted: Merge two sorted lists into a larger list.
• Full sort: Sort a list in place.
• Loop join: Join two tables into a larger table.
• Matrix-vector multiply: Multiply a matrix with a vector

and store the result in a new vector.
We do not include the binfclayer workload from

MAGE [28]. The reason is that binfclayer calls the SC library
at a very fine granularity (e.g., processing one bit at a time),
calling OSPREY_TOUCH very frequently. Though the final ac-
cess trace is small, the speculative pass takes a long time,
even longer than the programmed pass. The programmed
pass still achieves good performance for this workload (e.g.,
if the speculative pass is run separately in advance).

9.3 Empirical Methodology
We compare Osprey’s performance to three baselines:
1. Unbounded. We run the original program with enough

memory to fit the whole program, without any cgroup.
This gives a lower bound on the program’s runtime.

2. OS Swapping. We run the program with a cgroup that
limits the available memory, resulting in OS swapping.
This is an upper bound on time that Osprey should beat.

3. MAGE. We use MAGE, which plans paging in advance, to
execute a version of the program written in MAGE’s DSL.
Since MAGE performs its planning in advance, whereas

Osprey performs paging on the fly, we expect MAGE to, in
general, outperform Osprey. Note that our measurements for
Unbounded and OS Swapping are not comparable to those
presented in MAGE’s evaluation [28, §8] because we use a
program written directly against the SC library for these base-
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Figure 5: Performance of Unbounded, OS Swapping, MAGE, and Osprey, normalized by the time for Osprey. Each x-axis label
gives the protocol, workload name, problem size n, and the workload’s approximate unbounded memory consumption (e.g.,
CKKS, Sum, n = 1572864, Mem = 192 GB); under the bounded configurations, all workloads are capped at 32 GB (Table 1).

Parameter Value

low watermark 24 GB
high watermark 28 GB

maximum watermark 32 GB
lookahead 4 batches
lookbehind 2 batches
workingset 2 batches
batch size 131072 per thread

window size 32768 per thread

Table 1: Configuration for Osprey in our evaluation.

lines. In contrast, MAGE’s evaluation, for these baselines,
uses MAGE’s own interpreter to run the SC protocols, to
normalize for differences in performance between MAGE’s
protocol backend and SC libraries [28, §8.3]. As a result,
MAGE’s “Unbounded” and “OS” baselines incur additional
costs that our baselines do not, like serialization/deserializa-
tion costs for SEAL ciphertexts (explained in §9.4).

We ran experiments on rack servers with INTEL(R)
XEON(R) GOLD 5520+ @ 2.20 GHz in an 8× 32 GB @
4800 MT/s memory configuration. We configured swap space
on a 4 TB Micron 7450 PRO SSD, with theoretical read and
write speeds of 6800 MB/s and 5300 MB/s, respectively. For
SMPC workloads, we run the two parties on two servers
connected via a direct bidirectional 200 Gbit/s link, using the
Linux network stack; our actual network bandwidth usage was
much less, likely ≈ 10 Gbit/s or less. While SMPC is often
run with a wide-area network, previous experiments [28, §8.7
and §8.8] using MAGE suggest that, with appropriate TCP
tuning, a wide-area network is not a significant performance
bottleneck for HalfGates compared to a local network like we
used in our experiments.

Across all experiments, Osprey uses the same set of con-
figurations, shown in Table 1. All runtimes reported in this
section are end-to-end and include Osprey’s warm-up: spawn-
ing the speculative and programmed passes as child processes,
attaching the eBPF page-fault pre-handler, initializing the cus-

tom kernel module that backs the CO region, allocating the
shared-memory access-trace ring buffer, and filling the first
batch of the trace before the programmed pass begins prefetch-
ing. Warm-up is a fixed, one-time cost: it does not grow with
workload size and therefore is amortized over longer runs.

We do not run Osprey in a cgroup, since we observed
that the OS would swap out pages even though Osprey stays
within the limit. Instead, we rely on Osprey’s own internal
mechanisms (low watermark, high watermark, etc.) to bound
its memory usage; to check that the memory usage is as in-
tended, we poll the RSS inside Osprey, and also check mem-
ory usage externally using htop. For the other configurations—
Unbounded, OS, and MAGE—we limited memory to 32 GB.

9.4 Performance Comparison
We compare performance across our workloads in Fig. 5.

Osprey consistently improves performance compared to
OS and is often competitive with Unbounded. For many work-
loads it provides nearly the same performance as Unbounded
while using a fraction of the memory. For workloads that are
less compute-intensive, like the Sum and Stat workloads with
SEAL, Osprey outperforms OS by up to 12×.

For CKKS/SEAL workloads, MAGE performs worse than
Osprey in most workloads. This is because MAGE’s CKKS
backend requires each SEAL ciphertext to be serialized and
deserialized on each operation, adding computational over-
head [28, §7.4 and §8.3]. For the tiled matrix multiplication
workload, for example, this serialization/deserialization in
MAGE’s backend accounts for ≈ 40% of the overall runtime.
In contrast, Osprey and OS can work with programs that are
directly written against the SEAL library, and therefore do
not have these overheads. The only workload where MAGE
outperforms Osprey is the Sum workload. The reason for this
is that this workload is so memory-intensive that the overhead
from madvise dominates the total runtime. MAGE avoids
this cost because its memory management happens entirely
in user space via async I/O operations, bypassing the kernel’s
virtual memory system.

For EMP-Toolkit workloads, MAGE uses its own re-
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implemented version of EMP-Toolkit to remove overheads
caused by memory-irrelevant inefficiencies, such as frequent
virtual function calls through a vTable and a small network
buffer that underutilizes available throughput. We applied
the same optimizations used by MAGE to the baseline EMP-
Toolkit so that their unbounded performance becomes com-
parable (within 5% across the evaluated workloads). Under
memory constraints, the performance difference between Os-
prey and MAGE remains below 10%. This at-most 10% gap
provides an upper bound on the overhead introduced by Os-
prey’s use of a suboptimal eviction policy. In particular, unlike
MAGE, which plans offline with full knowledge of the en-
tire memory access trace and can apply Belady’s algorithm,
Osprey must make decisions online and only sees a limited
window of future accesses.

The performance of the matrix multiplication workload is
dependent on the tiling optimization. Without tiling, Osprey
performs worse than OS. The reason is that Osprey’s specu-
lative pass produces much more output for a naïvely written
matrix multiplication, as the microset strategy for compress-
ing the output is far less effective; this causes the programmed
pass to spend extra time prefetching pages already in memory.
Even so, the performance degradation is small, within 2× of
the tiled case (and still better than MAGE).

9.5 End-to-End Applications

The workloads above are data-intensive kernels; we now turn
to end-to-end SC applications drawn from prior work [2, 28,
44, 59]: password reuse detection (“pwd”) and comorbidity
analysis (“com”). The password reuse detection workload
uses EMP-Toolkit’s HalfGates implementation to check, in
two-party SMPC, whether any of the n users in one party’s
dataset appears with a matching password hash in the other
party’s dataset. Each dataset contains user IDs and password
hashes. We use n = 8388608 (223), for which the workload’s
unbounded memory footprint is approximately 163 GB. The
comorbidity analysis workload checks whether patients in a
cohort with a specified diagnosis also jointly have other diag-
noses. It takes as input a cohort table containing the patients
with the given diagnosis and a diagnosis table containing di-
agnosis records for all patients. The task is to join the cohort
patients with the diagnosis table, count the occurrences of
each diagnosis among the cohort, and return the top-10 most
common diagnoses. We use n = 32768× 1000: the cohort
table contains 32768 rows, and the diagnosis table is 1000×
larger. The workload’s unbounded memory footprint is ap-
proximately 91.9 GB. All bounded configurations are capped
at 32 GB (Table 1). Fig. 6 reports end-to-end runtime.

For password reuse detection, Osprey achieves near-
unbounded performance under the memory cap. For comor-
bidity analysis, Osprey substantially outperforms OS because
the workload has a highly structured, phase-by-phase memory
access pattern. The first phase linearly scans patient IDs; the
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Figure 7: Multithreaded performance with four threads.

second phase performs a bitonic sort on the valid bit; and from
the third phase onward, the computation primarily focuses on
the leading n rows of the large table. Without application-level
hints, the OS replacement policy preserves data that is not
accessed again in the future. Osprey identifies the phase struc-
ture and preserves the useful working set, thereby achieving
performance close to the unbounded configuration.

9.6 Impact of Parallelism

To evaluate Osprey’s support for multithreaded programs,
we focus only on SEAL. The reason is that, whereas SEAL
allows applications to use HE from multiple threads, the EMP-
Toolkit framework only supports single-threaded applications.

Fig. 7 shows the results using four threads. Fig. 8 shows the
results as we vary the number of threads for the matrix-vector
multiply and tiled matrix multiply workloads.

The performance gap between OS Swapping and Osprey
grows under multithreading, reaching up to 16×, because OS
Swapping is bottlenecked by I/O latency. Osprey avoids this
bottleneck through prefetching.

For matrix-vector multiply, Osprey scales linearly with the
number of threads and consistently outperforms both MAGE
and OS Swapping. For matrix-matrix multiply, Osprey is
slightly slower than OS Swapping when using 1, 2, or 4
threads because the workload is highly compute-intensive.
However, when the thread count increases to 8, Osprey be-
comes faster than OS Swapping. As compute resources grow,
the bottleneck shifts from computation to memory, a scenario
that Osprey handles more efficiently.
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Figure 8: Multithreaded performance.

SC Library Minimal Recommended Total Library LoC

SEAL 96 143 69211
EMP-Toolkit 7 106 9207

Table 2: Lines of code changed for Osprey.

9.7 Source Code Modifications to SC Library

With Osprey, we aim to require no source code changes to SC
applications, and minimal changes to SC libraries. We count
the lines of code we changed using git diff --stat and
show the results in Table 2. The “Minimal” column shows the
number of lines changed to use Osprey’s CO memory alloca-
tor and isolate side effects in the speculative pass. The “Rec-
ommended” column includes both the “Minimal” changes
and OSPREY_TOUCH annotations in the cryptographic routines
to get the best performance. Overall, Osprey requires chang-
ing only a few lines of code in each SC library, compared to
the total size of these libraries (“Total Library LoC”).

In contrast, MAGE requires developers to rewrite the appli-
cation in a special DSL. MAGE also requires integrating new
SC libraries via implementing new protocol drivers, which can
add significant overheads (e.g., serialization costs described
in §9.4) or require significant rewriting effort.

9.8 Benefits of Data Annotations

Fig. 9 shows the performance difference between the two
levels of Osprey integration in SC libraries explained in §9.7:
“Minimal” (using CO memory allocator and isolating side ef-
fects in the speculative pass) and “Recommended” (using the
OSPREY_TOUCH API, in addition to the “Minimal” changes).
We evaluate both CKKS and EMP-Toolkit using the single-
threaded matrix-vector multiplication workload.

From the “Calculation Time” graph, we see that “Minimal”
and “Recommended” integration lead to almost identical run-
time performance. This result shows that it is very easy to
adopt Osprey in an SC library when the main goal is simply
to preserve performance.

“CPU Usage per Thread” represents the average CPU con-
sumption of each thread in an SC workload. Since Osprey

CKKS
Mvmul/768

EMP-Toolkit
Mvmul/12288

182.5 3783.3178.3 3772.9
Calculation Time

CKKS
Mvmul/768

EMP-Toolkit
Mvmul/12288

1.75 1.43
1.42

0.98

CPU Usage per Thread

Minimal Recommended

Figure 9: Comparison between “Minimal” and “Recom-
mended” changes for single-threaded workloads.

creates two background threads for every application thread,
i.e., one speculative thread and one programming thread, the
average CPU usage per application thread can exceed 1. From
the “CPU Usage per Thread” graph, we observe that “Recom-
mended” integration significantly reduces CPU usage, by up
to 45%. This means that for users who care not only about
performance but also about reducing resource consumption,
adding data annotations can be very helpful. Importantly, data
annotations are not an all-or-nothing feature but are gradual:
the more complete the annotations are, the more resource
savings the system achieves.

A notable case is EMP-Toolkit: under “Recommended”
integration, its CPU usage per thread drops below 1. This
result shows that EMP-Toolkit can achieve over 90% of the
unbounded performance while using only about 30% of the
memory and the same amount of CPU (at most 1 CPU per
application thread).

10 Related Work

Much research has focused on developing faster or better
cryptographic protocols for SC by improving the underlying
theory [9, 11, 18, 48]. Prior research has also developed effi-
cient implementations of SC [22, 26, 53] and programming
frameworks to make SC accessible to non-experts [12, 20].
Osprey aims to improve the performance of SC without in-
troducing a new DSL/programming framework, and without
requiring the SC protocols to be re-implemented or new SC
protocols to be designed. Thus, Osprey is complementary to
these existing lines of research.

An existing line of work focuses on making SMPC scale
to large data analytics workloads by identifying portions of
an analytics query that can be safely executed at a single
party or a subset of parties [2, 44, 47, 57]. Another line of
work performs similar analysis for workloads like cooper-
ative machine learning—in effect, developing custom SC
protocols for particular tasks of interest [24,36,37]. Osprey is
complementary to these efforts as well—one can first apply
techniques from these lines of work to minimize the size of
the SC computation, and then apply Osprey to execute the
resulting computation efficiently.

In one line of work, the compiler analyzes the program
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and inserts prefetch and release directives in the generated
code [5, 38, 39]. This approach is mostly limited to matrix
computations consisting of array accesses in a loop, and does
not generalize easily to cases where the computation is re-
cursively structured or where the access patterns are in an
SC library removed from the looping array accesses. Later
work used software speculation to remove such assumptions
about the structure of the computation [17]. However, soft-
ware speculation adds additional overhead and complexity in
the kernel due to the need to recover from misspeculation.

Some recent systems focus on oblivious workloads. One
such prior work is MAGE [28], to which we have already
compared Osprey extensively. Another such work is 3PO [4],
which has to run the speculative pass separately to get memory
accesses beforehand. Osprey’s main improvement over 3PO
is that it leverages content obliviousness to make the specu-
lative pass efficient enough to be run together with the main
execution. Osprey makes two additional improvements com-
pared to 3PO: (1) whereas 3PO requires all of the program’s
heap accesses to be oblivious, Osprey allows program anno-
tations to mark content-oblivious memory, and (2) whereas
Osprey is implemented mostly in user space with minimally
extended user/kernel interfaces, 3PO is implemented almost
entirely in the kernel with significant changes to the page fault
handler. Another difference is that Osprey focuses on paging
to secondary storage, while 3PO focuses on prefetching from
far memory. In §5 and §6, we explained how we build on
3PO’s techniques and the new techniques that we contribute.

There is also a growing body of research on far memory [1,
19,34,45,49,68]. Some of these approaches rely on significant
application modifications, which Osprey avoids. Others aim
to work transparently, using paging. None of these systems
leverage the obliviousness or content obliviousness of SC
applications for memory management, as Osprey does.

11 Discussion

11.1 Misspeculation Tolerance
Our earlier claim that “CO enables us to eliminate misspecu-
lation entirely” (§1) deserves a more precise statement. In a
certain case, Osprey’s speculative pass may “miss” some ac-
cesses, and Osprey tolerates this. Osprey eliminates misspec-
ulation in the sense that the speculative pass never predicts
“incorrect” accesses that the program does not actually make.

If the SC library does not have complete OSPREY_TOUCH an-
notations, then the speculative pass may miss some accesses.
In this setting, the speculative pass’s trace is (at least partially)
collected from page faults via the eBPF handler (§5). If thread
A is the first to access a page, then the eBPF handler records
the access; if thread B later accesses the same page before it
is swapped out, then B’s access does not fault and therefore
does not appear in the trace. As a result, the programmed
pass may not prefetch the page in time, but the program runs

correctly, with (perhaps) a small loss in performance.
Osprey does not tolerate phantom accesses, where the spec-

ulative pass predicts an access that does not actually occur
in the programmed pass. Such accesses cannot arise in our
setting: the speculative pass’s trace is derived only from real
page faults and from OSPREY_TOUCH calls on cryptographic
operations the application will actually execute.

11.2 Speculation Cost

It is a deployment choice whether, for a multithreaded work-
load, to run the speculative passes for the threads on a single
core or on multiple cores. The trade-off is that consolidat-
ing speculative threads onto fewer cores may cause specula-
tion to become CPU-bottlenecked and generate predictions
more slowly, which could slow down the programmed pass.
As a concrete example, with full OSPREY_TOUCH annotations
(Fig. 9), the speculative pass uses approximately 42% of the
programmed pass’s CPU per thread for SEAL/CKKS’s matrix-
vector multiplication, but under 10% for EMP-Toolkit’s
matrix-vector multiplication. This means that co-locating
many speculative threads on a single core may be viable
for EMP-Toolkit’s matrix-vector multiplication.

11.3 Swap Backends

Because Osprey pages aggressively to an SSD, a natural con-
cern is that the resulting write traffic may shorten the SSD’s
lifetime. This is a real cost, but two points put it in perspective.
First, this is a trade-off that the industry accommodates: major
cloud providers offer general-purpose VM instance families
with local NVMe SSDs (e.g., AWS m5d, Azure Ddsv6), and
swap space is one of the recommended uses of this local stor-
age [35]. Second, Osprey’s techniques could be generalized
to swap backends beyond SSD: its paging design is agnostic
to the backing store, so its techniques could be applied using
backends without write-endurance limits, such as far memory
or CXL-attached memory.

12 Conclusion

We presented Osprey, a system for addressing the high mem-
ory overhead of SC by very efficiently paging to secondary
storage. By leveraging speculative execution, it achieves
transparency—it does not require applications to be rewritten.
We observe that SC has a property called content oblivious-
ness, which is a different aspect of obliviousness than what
prior work has explored. We leverage this property to make
speculative execution simpler and more efficient.

Osprey’s observations and techniques can also potentially
be applied to certain non-SC workloads like neural network
training/inference and oblivious database engines. This could
be an interesting direction for future work.
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